The following security alert was issued by the Information Security Division of the Mississippi Department of ITS and is
intended for State government entities. The information may or may not be applicable to the general public and
accordingly, the State does not warrant its use for any specific purposes.

DATE ISSUED: April 2, 2010
SUBJECT: New Java Vulnerabilities Announced

Twenty-seven vulnerabilities have been discovered in Oracle Java (previously called Sun Java) products.
According to Oracle, the following products are affected:

Java SE:
e JDK and JRE 6 Update 18 and earlier for Windows, Solaris, and Linux
e JDK 5.0 Update 23 and earlier for Solaris
e SDK 1.4.2 25 and earlier for Solaris
e Java for Business:

o JDK and JRE 6 Update 18 and earlier for Windows, Solaris, and Linux
o JDK and JRE 5.0 Update 23 and earlier for Windows, Solaris, and Linux
o JDKand JRE 1.4.2_25 and earlier for Windows, Solaris, and Linux

Additional information and updates can be obtained by visiting:
http://www.oracle.com/technology/deploy/security/critical-patch-updates/javacpumar2010.html




